ABSTRACT With the development of communication countermeasure technology, the existing communication mode is exposed to intercept or decipher in the covert transmission of information. Therefore, the development of a new concept and principle covert communication technology with low interception probability and anti-non-cooperative demodulation has drawn increasing attention. In this treatise, we propose a chaotic multi-tone modulation and demodulation technology thus present a method to construct the covert communication system. The technology constructs chaotic multi-tone sets to express the baseband information with the multi-value mapping based on the dynamics principle, which can express the same baseband information with different multi-tone groups. Signal modulation is accomplished by combining frequency hopping and baseband information scrambling technology. Multi-value mapping is adopted to complete chaotic multi-tone modulation. Specifically it has strong information concealment and anti-noncooperative demodulation characteristics. In order to solve the demodulation problem of the cooperative party, we present a demodulation scheme based on chaotic multi-tone and provide a complete chaotic multitone communication system construction scheme. Simulation results verify the performance of the proposed method.
II. THE MODULATION AND DEMODULATION TECHNOLOGY OF CHAOTIC MULTI-TONE
The chaotic multi-tone system transmits the baseband data information through the statistical characteristics of the multi-tone frequency group with each symbol mapping to several multi-tone frequency group. In order to reduce the mutual correlation between adjacent codes and multi-tone frequency groups, this paper uses quantized chaotic discrete sequences and multi-tone frequency groups to construct the mapping relationship. Because the multi-tone frequency groups corresponding to each symbol have chaotic characteristics, it is called chaotic multi-tone.
A. CHAOTIC MULTI-TONE MODULATION AND MATHEMATICAL MODELING
In order to improve the concealment of communication waveforms, the symbol dynamics principle is adopted to map between the multi-tone frequency set and baseband data. As a special multi-carrier transmission mode, according to the principle of anti-channel interference in frequency division multiplexing communication system [22] , the chaotic multitone scheme is designed to reduce the frequency correlation between the adjacent symbols in the baseband. Hence the channel between adjacent symbols adopts hopping mode as shown in FIGURE.1.
In FIGURE.1, the dwell time of each hop is g(t).
T b is the time length of code elements. Assuming that the baseband data is a binary symbol sequence, the multifrequency group in each hop carries one bit of information. To avoid channel interference and improve waveform concealment, the channels of adjacent symbols maintain a certain frequency interval.
Chaotic multi-tone signal can be expressed as: and each baseband data can be represented in the channel as:
a m cos 2π f (i,j) t + ϕ
In formula (3) , m is the number of single tone in each channel, and a m is the amplitude. Where, f (i,j) ,j = 1, 2, · · · , m is the single-tone frequency used to transmit baseband information d i . The frequency composition of signals in each channel is depicted in FIGURE.2.
FIGURE.2 shows the multi-tone frequency in each symbol channel. Assumed that the baseband channel frequency band range is f L -f H , and the bandwidth is:
Considering each X Hz as a channel and the number of channels is L = B W / X , L 1. It is assumed that the frequency interval between each frequency point in each channel is f Hz, and the intermediate frequency of the channel f o,i , i = 1, 2, . . . , L serves as the reference frequency. Accordingly, the number of single audio points available in each channel can be expressed as:
The number of m single tone frequencies are arbitrarily selected from the number of frequency points as a multi-tone frequency group. The number of multi-tone frequency sets in each channel is:
According to the combination coding theorem, we can take the combination of m elements from the number of n different elements. When the combined elements are f 1 , f 2 , · · · , f m , the combination number based on the permutation is determined by the following formula:
After the frequency band range corresponding to the baseband code is selected, a multi-tone frequency group can be generated in the above way. The set of multi-tone frequency groups in the i th channel can be expressed as: 
Further calculation of the mean of frequency points in multi-tone group can be expressed as follows:
According to the relationship between f i ,j and f o,i , the multi-tone frequency group can be divided into two groups. The relationship can be written as:
Based on this division, multi-tone frequency sets in the ith channel can be expressed as:
To unify the mapping relation, n 1 = n A = n B . Therefore:
Define the corresponding relation between baseband code and multi-tone frequency group as:
Moreover, the relation between the definition of the multitone frequency group and the baseband symbol is shown in FIGURE.3. As can be seen from FIGURE.3, the baseband data 1 can be expressed by the multi-tone frequency group sets in A, and similarly the multi-tone frequency group sets in B can express 0. Based on the above discussion, the relationship from baseband code to multi-frequency group given by formula (12) is a one-to-many multi-value mapping.
The multi-tone frequency group mapping to each symbol is selected according to the law of discrete chaotic sequence. To ensure that adjacent symbols are in different channels, it is divided into two mappings. Supposed the baseband symbol to be sent is the ith symbol in a frame, and the channel number corresponding to the multi-tone frequency group is defined as:
In the formula (13) L is the number of channels and mod is the modular operation. According to discrete chaotic sequence, the principle diagram of selecting multi-frequency group is shown in FIGURE.4. To facilitate discussion, discrete chaotic sequences h u (n) , n = 1, 2, . . . , L and h v n , n = 1, 2, . . . , n 1 used in FIGURE.4 to map channel number and chaotic multi-tone group number would be described in detail in other section.
As in FIGURE.4, we assume the base band data is d i , hence, according to formula (10) select the L i th quantized chaotic sequence α in h u (L i ) and the ith quantized chaotic sequence β in h v (L i ). If d i = 1, choose A α,β as the corresponding multi-tone frequency group; otherwise, choose B α,β . When the frequency band range is f L −f H , the number of multi-tone frequency groups can be approximately expressed as:
The number of total frequency points is
f . Obviously, U > M s , we can see that there is a one-to-many mapping between binary symbols and chaotic multi-tones. Moreover, there are multiplexing ways of frequency points used between different frequency groups.
Assuming that the symbol rate is R s , the relationship between the symbol rate and baud rate of binary signals can be expressed as:
The minimum interval of a single audio point in each multi-tone group is f , and when the sampling frequency is f s , the number of sampling points in each symbol time is Aiming at distinguishing each frequency point in the multi-tone group corresponding to each symbol in the demodulator, the frequency resolution should be less than the minimum interval in the multi-tone group, that is f < f . Therefore the channel environment with noise, the symbol rate shall meet the following requirements:
After determining the baseband channel interval required to transmit the symbol and the minimum interval of single audio point in each multi-tone group, chaotic multi-tone modulation of baseband symbol can be completed by defining the symbol time according to formula (16) .
B. CHAOTIC MULTI-TONE DEMODULATION SCHEME AND MATHEMATICAL MODELING
According to the analysis of chaotic multi-tone algorithm, the key of signal demodulation lies in the effective multitone extraction of signals in each channel, and then the corresponding baseband code is solved. The schematic diagram of demodulation algorithm is shown in FIGURE.5.
In FIGURE.5,f i is the mean of multi-tone frequency groups. For the ith symbol, f o,i represents the intermediate frequency of the channel in which the multi-tone frequency group is located. After FFT spectrum analysis, the signals in the channel are arranged in the order of energy from large to small. Through code-book filtering, the effective multitone points are extracted. Then calculate the average of the multi-audio points and compare with the center frequency of the channel to obtain the demodulation results. In a gaussian white noise channel, the signal of the ith symbol can be written as:
n (t) is the additive gaussian white noise. While the sampling period is f s and the sampled signal is:
Take the Fourier transform at n of (18) . Then the spectrum is: (19) where k = 1, 2, . . . , n. Search the spectral lines of the maximum energy value successively and detect whether they belong to the code-book until the number of m bars are found. The code-book is A ∪ B and steps of the code-book filtering algorithm are as below:
1. (20) is obtained by combining formula (12) and FIGURE.3.
C. GENERATION OF DISCRETE CHAOTIC SEQUENCES BASED ON DYNAMICS PRINCIPLE
Among the common ways to generate discrete chaotic sequences, logistic mapping has stronger randomness, simple operation, and better performance in terms of balance and autocorrelation [22] - [25] . Without loss of generality, we choose logistic mapping as the chaos model. Logistic mapping is a one-dimensional non-autonomous discrete dynamic system evolved from the worm mouth model, and its evolution equation can be expressed as:
When 3.5699 · · · < µ ≤ 4, the Logistic mapping function is in a chaotic state. In this section, µ = 4. When equation (21) is implemented with precision on the computer, the discrete chaotic sequence is generated as follows:
. Discrete chaotic sequence x * can be expressed as:
In the equation, x i * ∈ X L is the discrete variable of the system, and G L () is the function of floor L (). According to the description of the dynamic characteristics of the controlled chaotic system in paper [25] , the digital controlled Logistic mapping can be obtained as follows:
Among them, the parameter sequence of K i varies with time. For logistic system, its Lyapunov exponent is ln 2 and the parameter k i range is: (−2, 2). c > 0 is a given normal number in advance. For system (23) , the calculation accuracy of x i * and x i is controlled as L and k i L. And the required accuracy of calculation will increase with iteration, so it would show better dynamic properties at a lower implementation cost.
It is necessary to quantify the chaotic real value sequence to generate the discrete chaotic sequence we need, while The discrete chaotic real value sequence generated by factor (23) cannot directly correspond to chaotic multi-tone codes. There are two kinds of quantization methods, uniform quantization and non-uniform quantization. As generally used to generate uniformly distributed simulation sequences, uniform quantization is quantized by equal interval length. According to the analysis of modulation algorithm, there are N multi-tone combinations in each channel. If the chaotic map interval is divided into N uniformly distributed sub-intervals, each subinterval can be expressed as:
If x n is in the ith subinterval x i , then h u (n) = i. Thus a discrete sequence can be generated from the chaotic real value of
.
In formula, different initial values produce different sequences. Because Logistic is a mapping with non-uniform distribution in the interval, the uniform quantization would lead to non-uniform frequency points, which does not meet the requirement of uniform concealment of signal spectrum distribution in communication countermeasure. Therefore, a non-uniform quantization method must be adopted to generate mapping sequences. Non-uniform quantization is based on adaptive selection.
For chaotic real-value sequences with non-uniform distribution with the value of chaotic sequence cannot be uniformly located in each sub-interval, it is necessary to use non-uniform quantization method to divide the mapping interval into adjacent continuous but unequal-length subintervals. Ordered quantization is generally used for nonuniform quantization of Logistic sequence. A new chaotic sequence is obtained by arranging x * n , n = 0, 1, 2, . . . N − 1 in order. The order of each chaotic value in X in the original sequence X is taken as a new discrete chaotic sequence. Due to discrete pseudo-random sequences obtained by quantization and judgment of chaotic sequences, each value of discrete pseudo-random sequences can be regarded as a symbol. Therefore, the order of each chaotic value in X in the original sequence X is regarded as a set of symbols that conform to the chaotic law. According to the quantization method, each discrete chaotic real value can find the corresponding integer in the symbol set and then select the corresponding multi-tone frequency group as the address. As shown in FIGURE.5, the system that chooses chaotic multi-tone groups needs to generate two discrete chaotic sequences. After determining the number of channels L and the corresponding frequency combination in each channel, the discrete chaotic sequences h u (n) , n = 1, 2, . . . , L and h v n , n = 1, 2, . . . , n 1 can be obtained according to the sequencing quantization method. According to the sign dynamics principle, when the initial values and the iteration times are different, the final symbol sets h u (n) and h v n conform to the independent distribution relationship for two groups of discrete chaotic sequences. Obviously, each address code appears only once in each cycle by ranking quantization method. Because of the dual mapping method, the final chaotic discrete sequence has higher anti-decoding ability.
III. ARCHITECTURAL DESIGN OF REALIZATION SCHEME FOR CHAOTIC MULTI-TONE COVERT COMMUNICATION SYSTEM A. DESIGN OF TRANSMITTER STRUCTURE FOR CHAOTIC MULTI-TONE COVERT COMMUNICATION SYSTEM
FIGURE.6 presents the transmitter structure of the proposed system designed by the chaotic multi-tone modulation method presented in this paper.
As shown in FIGURE.6, D (k) is the baseband information code, in order to improve the confidentiality and reliability of communication, we introduce chaos scrambling to baseband data and add error correction coding after processing. The scrambled symbols is D (k). After the chaotic multi-tone modulation module, the signal can be expressed as S (t). Due to the low frequency of chaotic multi-tone used to carry symbol information in chaotic multi-tone system, for better transmit signals in wireless channels, it is necessary to transfer signals to high-frequency carriers for transmission, which is accomplished by single-sideband modulation. The modulated signal is Y (t). Finally, the signal is sent to the RF amplifier module through D/A to complete the signal emission.
1) SIGNAL MESSAGE FORMAT
To tackle the consistency of information understanding between receivers and senders, we adopt IEE802.11a standard message format [26] . Its frame structure is shown in FIGURE.7. Each frame is 210 bits, which consists of preamble, header, message data and tail bits. It can be seen from the chaotic multi-tone algorithm that the switching between neutron channels can be regarded as chaotic frequency hopping when the communication spectrum is wide. For the sake of making the receiver capture the signal accurately, chirp signal is added at the beginning of each frame of the signal as a synchronous pilot signal. The preamble serves as the basis of timing synchronization. The header consists of check bits, data length fields and standby bits. The check bits are used to check the parity of demodulated data. After the data length field is used to complete data demodulation, we can judge the validity of the received message data.
2) CHAOTIC SCRAMBLING ALGORITHM
The purpose of introducing chaotic scrambling is to encrypt the message data in each frame and enhance the ability of communication system against artificial or accidental interference. Referring to the design of two-dimension code, we arrange the message data into a matrix and then rearrange the order in a chaotic way [24] . The specific scrambling algorithm is as follows: assuming the size of the original baseband matrix is a×b, where a is the number of frames and b is the message data length of each frame. Baseband data can be represented as:
According to the given Logistic mapping parameters µ and initial value x 0 , generate a set of chaotic sequences X = {x (k) |k = 1, 2, · · · , a × b } and then arrange a new sequence X = {f [x (k)] |k = 1, 2, · · · , a × b } in descending order by ranking quantization method for X . f [x (k)] stands for scrambling rules. According to X , the baseband data sequence is scrambled. For transmitter scrambling operation, it can be expressed as:
On the receiver side, the inverse scrambling operation is:
In the formula,
3) ERROR CORRECTION OF CODING
Error correction coding of signals is a basic way to enhance the confidentiality of communication physical layer. We establish a corresponding relationship between the information symbols and supervisory symbols to find and correct errors by adding some supervisory symbols to the transmitted information. BCH code is a complete code that can correct multiple errors at present [28] , [29] . In order to reduce the complexity of the system we use BCH code for error correction coding. When the coding parameter is (n, k, t), the code length can be expressed as: n = 2 m − 1. In the parameter t is error-correcting ability and coding efficiency is R c = k n . We uses BCH code as (7,4,1) for error correction coding. The coding flow is shown as FIGURE.8. Considering the complexity of decoding, to reduce the computation of decoding the decoding flow is shown as FIGURE.9.
4) RF MODULATION OF SIGNALS
In order to modulate the chaotic multi-tone signal to the high frequency carrier and improve the efficiency of the high frequency band, this paper adopts the USB modulation mode. Its implementation principle is shown in FIGURE.10. In FIGURE.10, H (jω) is a Hilbert converter. The time domain expression of upper sideband amplitude modulation can be written as:
In the formula, s h (t) is the Hilbert transform of s (t). Fourier transform is performed on the modulated signal, and the frequency domain expression is obtained as follows:
In the formula (30), |ω ≥ ω c |.
IV. RECEIVER AND KEY ALGORITHMS OF CHAOTIC MULTI-TONE HIDDEN COMMUNICATION SYSTEM
FIGURE.11 shows the receiver block diagrams of the system designed by the chaotic multi-tone demodulation method presented in this paper. In FIGURE.11, the RF front-end circuits of LNA (Low Noise Amplifier) and broadband IF filters are in charge of the functions of signal amplification, carrier removal and suppression of out-of-band interference. Synchronization detection unit is responsible for precise time synchronization. Effective channel identification unit is responsible for channel identification of AD collected signals. The results of synchronization detection unit and effective channel identification unit are fed into the channelization unit to process the signals. After spectrum analysis of the signals in each channel, the baseband data are demodulated according to the multi-tone demodulation algorithm and spliced based on the control commands given by the channel identification unit. Then the original baseband data of covert transmission can be obtained by error correction decoding and chaotic scrambling.
5) DESIGN OF SYNCHRONIZATION SCHEME FOR COMMUNICATION SYSTEM
In order to establish synchronization between transmitter and receiver, the covert communication system employs a chirp pilot signal as synchronization signal before sending data information and provides the receiver with correlation to extract the system synchronization signal. Aim to detect the communication starting point (correlation peak position) accurately and achieve lock-in synchronization from the synchronous pilot signal, we add a sweep signal to the signal starting end based on block estimation method. The signal synchronization can be achieved by the time offset obtained by two correlations at the receiver [31] , [32] . To avoid the influence of synchronous pilot signal on signal reception, in the design of signal frame format, the synchronous pilot data is 50 bit. The principle of synchronous signal generation can be described as follows.
Supposing the time difference between local signal and received signal is t d , after the time difference t d and doppler frequency shift f d the received pilot frequency Chirp signal r syn (t) can be expressed as:
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When the local up-sweep signal is used to de-sweep the frequency, there are:
Similarly, when the local down-sweep signal is used to de-sweep the frequency, it can be expressed as:
In the formula (34), the first term b u (t) and b d (t) are Chirp signals with twice the sweep rate, and the second term is single-frequency signals generated by t d and f d . After fast Fourier transform, the peak frequency can be obtained by calculating the peak frequency.
According to formula (35) , the signal delay can be calculated and thus the time synchronization of communication system is completed.
6) EFFECTIVE CHANNEL RECOGNITION
Previous analysis has shown that the chaotic multi-tone communication system presented in this paper can be regarded as a frequency hopping communication system based on a subset of multi-tone rates. Therefore, after signal synchronization, we should first consider how to roughly estimate the channel of each symbol signal in a larger acquisition range. Secondly, noted that the subsequent channelization and spectral analysis processing cannot distinguish the timedomain information of the signal, it is necessary to mark the time-domain information of the signal while identifying the channel. In this section, we use time-frequency analysis combined with image edge detection to identify the channel of the signal effectively [30] - [33] . As a chaotic multi-tone modulation signal, each single tone can be regarded as a result of time and frequency shift. Its mathematical expression can be written as:
In the formula, Y i (t) is a chaotic multi-tone modulation signal; a m is the signal amplitude and T b is the symbol time; f (i,j) , j = 1, 2, · · · m is the multi-tone rate in the ith symbol time; θ is the random phase; n (t) is the additive white Gaussian noise. Since Y i (t) is a multi-tone signal in channelized time-sharing, it is not necessary to distinguish each single tone signal, but to distinguish different Y i (t). In other words, only one of f k , f k ∈ f j , j = 1, 2, 3 · · · m needs to be detected in the same frequency-hopping time. To suppress the cross-terms, we carry out the non-linear timefrequency analysis. After PWVD transformation, it can be expressed as:
Thus, the binarization method is applied to the timefrequency data and the background noise is removed by using its texture features then the connected region is marked. The schematic diagram of the marking principle is shown in FIGURE.12.
A heuristic method based on nearest neighbor rule is used to cluster the duration and occurrence time of the connected region thus the edge data of the connected region are calculated. The operation steps of channel identification are listed below:
1. The data of PWVD time-frequency operation are binaries, and the binarization algorithm can be referred to in the paper [34] . 2. Traversing the whole time-frequency graph to remove noise-like areas in the connected domain. 3. Obtain the boundary information of the remaining connected region as shown in the border section of FIGURE.12. Cluster analysis of the boundary information is carried out to determine whether there is an effective signal in the connected region. 4. The initial channelized data can be obtained by matching the boundary information with the frequency points corresponding to the time-frequency data. 5. According to the channel division calculated in step 4, conduct a rough spectrum analysis to determine whether the frequency point interval in the adjacent windowed signal satisfies the channel interval after adding windows to the signal. If so, the channel to which the currently measured frequency point belongs is taken as the corresponding channel, and the channel frequency measured in the time-frequency diagram is denoted as: f h (1) , f h (2) , . . . , f h (n).
7) CHANNELIZED RECEIVER DESIGN
After complete the effective channelization recognition, the receiver uses matched filtering to channelize the sampled signal according to the result of signal recognition. The channelized processing module is designed as shown in
is the local signal frequency of the kth channel and L is the number of channels.
Assuming that the down-converted signal enters a band-pass filter h (n) with
For simplicity, we extract the signal by down-conversion and channelization. The decimation multiple is set D here.
After that the symbol information transmitted by channel can be obtained by using chaotic multi-tone demodulation algorithm.
V. SIMULATION VERIFICATION AND SYSTEM PERFORMANCE ANALYSIS A. SIMULATION OF CHAOTIC MULTI-TONE COVERT COMMUNICATION SYSTEM
In order to evaluate the performance of chaotic multi-tone covert communication system, we built a dynamic simulation system by Matlab according to the structure of transmitter and receiver. The specific implementation steps are given as follows:
1. Baseband binary data is generated by PN sequence generator. The symbol rate is R s = 10ksps, the number of symbols is 14 000. These symbols are arranged in matrix form as 100 × 140 for chaotic scrambling. Assuming the initial value is x 0 = 0.6, µ = 3.6, we can obtain the chaotic real value generated by formula (2) satisfy the chaotic scrambling rule f [x (i)] , i = 1, 2, 3 · · · 14000. Accordingly, the symbol matrix is scrambled by ranking quantization method. 2. The scrambled data is coded in the way of (7, 4, 1) . Group frame processing is carried out according to the frame format in FIGURE.8. Pilot signals with a frequency range 2MHz-2.5MHz are inserted into the leading code. In order to reduce the amount of data computation, the base band frequency range of the multi-tone frequency group was set as 5MHz-10MHz. According to the method, discrete chaotic sequences were obtained to map the base band data into chaotic multi-tone signals. Each multi-tone frequency group contains four single tones. The frequency band of high frequency carrier is f c = 400MHz, which is generated by amplitude modulation. The sampling rate of the system is f s = 2000MHz. For simplicity, the additive white Gaussian noise is used to simulate the channel environment. FIGURE.14 shows the baseband time and frequency domain waveforms of the signal. FIGURE 15 . 4. When the channelized sub-channel bandwidth is 1MHz, the sampling frequency decreases to 20MHz after extraction. FIGURE.16 is the FFT spectrum in a channel with the signal-to-noise ratio is 5dB; FIGURE.17 is the FFT spectrum in the channel with the signal-to-noise ratio is −5dB. The marked spectrum is the effective frequency point detected by the multi-tone demodulation algorithm. 5. As shown in FIGURE.16 and FIGURE. 17, the change of noise in the channel has an impact on the amplitude of the corresponding frequency points, but has a weak influence on the final spectrum recognition results. The marked line is a multi-tone solution where effective frequency detected by the demodulation algorithm. The average of the corresponding frequency points of the spectral lines in FIGURE.16 and FIGURE.17 is f while the channel center frequency is 2.5MHz. According to formula (20) , the baseband data corresponding to the multi-frequency group can be obtained.
d is baseband data. 6. Repeat step 4 and 5 until the whole frame signal is demodulated. The demodulated data should be decoded first and then the baseband data can be recovered by chaotic inversion.
B. PERFORMANCE ANALYSIS OF CHAOTIC MULTI-TONE COVERT COMMUNICATION SYSTEM
Due to the initial value sensitivity of chaotic systems, discrete chaotic mapping sequences generated by different initial Since not every frequency point is employed in the broadband signal, the frequency distribution histogram cannot strictly meet the uniform distribution. However it can be seen from the in FIGURE.18 and FIGURE.19 that there is frequency division multiplexing in the system. Furthermore, it can achieve the purpose of covert communication and anti-interception while the envelope amplitude and frequency distribution corresponding to each frame signal are different. Therefore, the non-cooperative party cannot observe the modulation mode by the information such as amplitude or frequencies when it unable to intercept all chaotic multi-tones (i.e. multi-tone rate combination A and B). So this modulation method has excellent anti-interception and anti-demodulation performance.
The curve shown in FIGURE.20 illustrates the comparison of bit error rates between the non-cooperative receiver and the cooperative receiver. The goal of the non-cooperative receiver is to detect the transmissions by using the broadband receiver. Two scenarios are assumed here: 1-noncooperative user captures the effective signal and analyzes the multi-tone frequency group within each symbol time, but the corresponding relationship between chaotic multitone frequency group and baseband symbol is not clear and attempts to decode other relations; 2-the non-co-user has further deciphered the correspondence between the multitone frequency group and the baseband symbol, but is ignorant of the symbol chaos scrambling rule. According to FIGURE.20, when the non-cooperative user cannot fully understand the chaotic multi-tone demodulation scheme and the corresponding scrambling rules, the bit error rate of the receiver maintains between 0.4-0.5, indicating that the non-cooperative party cannot demodulate useful information. To decode the scrambling rule accurately, it is equivalent to decoding the parameters of the chaotic system. According to the literature [37] , only when the estimation error of the initial value is less than 10 −20 for chaotic scrambling mode, can the non-cooperator decode the signal completely and this cost is very large.
In this chaotic multi-tone covert communication system, the signal demodulation is implemented based on the decision result of the multi-spectral lines. It is difficult to determine its performance by qualitative analysis because the single spectral line recognition error or multi-tone interference would not affect the decision results necessarily. Therefore, we verifiy the anti-jamming ability of the system through Monte Carlo experiment, and compares it with OFDM communication system, conventional chaotic masking communication system, spread spectrum communication system and frequency hopping communication system. In the same white Gaussian noise environment, the BER curves of the systems obtained by simulation are shown in FIGURE. 21 .
As shown in FIGURE.21, except for the conventional chaotic masked communication system, the other three communication systems adopt spread spectrum mode to improve the reliability of the system. In this system, the processing gain is G = B w / R b . In order to facilitate the comparison, the spread spectrum chaotic masking system has the same processing gain with the chaotic multi-tone communication system. The result demonstrate that the propose system achieves 3.5dB over the spread spectrum chaotic masking system at the BER of 10 −3 . Obviously, due to the error redundancy of the multi-tone modulation method and the coding gain, the system is superior to the conventional spread spectrum chaotic communication system. The OFDM and the FH system has the same B w with the chaotic multi-tone communication system while the R b of our system is lower than OFDM system. However the proposed system in this paper have the higher processing gain. Compared with the OFDM system the additional processing gain can be converted to dB as 10dB. As we can see from the BER comparison curve achieves 12dB over the OFDM system at the BER of 10 −3 due to the higher processing gain and the the coding gain. In other words, compared with OFDM systems, our proposed method achieves better reliability at the expense of limited spectrum resources.
There are different frequency point combination modes in the same channel which indicates that the signal has the form of frequency point multiplexing. Different from the OFDM system, the signal does not need to satisfy the orthogonality to complete frequency division multiplexing. Therefore, the system has more space to improve the spectrum efficiency and its reliability is higher than FH and chaotic communication system.
The above performance comparisons is implemented over Additive White Gaussian Noise (AWGN) channel. For tackling the practicability of the proposed system in wireless mobile channel, we analyze the performance over the multi-path fading channels. Inspired by the theory in papaer [38] - [40] , Nakagami-m fading appears to be a more generalized distribution by which a myriad of fading environments can be accurately characterised. Note that the chaotic multi-tone convert communication system employ the Multicarrier transmission technology, we now compare the error performance of the propose the scheme in the paper with the OFDM communication system, spread spectrum communication system and frequency hopping communication system. Base on the paper [41] , the fading depth m represents the type of fading while convert communication mainly take care of the slow fading. For the sake of the fairness in the experiments the fading depth m = 2. FIGURE.22 shows the BER results of the system over a multi-path Nakagami fading channel with fading depth m = 2.
Referring to FIGURE.22, the chaotic multi-tone convert communication system achieves 4.8dB over the spread spectrum communication system with the same processing gain, which is 1.3dB higher than the performance of AWGN channel. In summary, the proposed scheme has the ability to resist the multi-path channel fading with the advantage of Multi-carrier transmission technology.
VI. CONCLUSION
In this paper we propose a new method of information confrontation in modulation mode and illustrated an algorithm of mapping between discrete sequence and multi-frequency group in accordance with chaotic law. Moreover, we not only bring out the One-to-many mapping of baseband code, but also implements the concrete design scheme and key technology realization of chaotic multi-tone covert communication system. The performance of transmitter and receiver of the system is verified on Matlab simulation platform. Accordingly, we put forth the bit error rate analysis of signals under different SNR ratio over AWGN and multi-path channel fading channels. The simulation results show that the system has good anti-noise performance at low signal-to-noise ratio. However the algorithm in this paper is only used to transmit binary symbols. The frequency band utilization and the information carrying capacity of signals are needed to be improved. On the other hand, the mathematical algorithm of mapping between baseband codes and multi-audio rates tends to be less diversified. The next step is to improve the bandwidth utilization of the system and design more difficult to decipher the mathematical mapping algorithm to improve the concealment of signal modulation and demodulation mode. 
